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CVE-2022-40152 

Those using Woodstox to parse XML data
may be vulnerable to Denial of Service
attacks (DOS) if DTD support is enabled.
If the parser is running on user supplied
input, an attacker may ...

  

CVE Record: CVE-2022-40152

Those using Woodstox to parse XML data
may be vulnerable to Denial of Service
attacks (DOS) if DTD support is enabled.
If the parser is running on user supplied
input, an attacker may ...

  

CVE-2022-40152 Impact,
Exploitability, and Mitigation Steps ,
Wiz

A vulnerability was identified in
Woodstox XML parser (CVE-2022-40152)
that could lead to Denial of Service (DoS)
attacks when DTD support is enabled.
The vulnerability was discovered ...

  

CVE-2022-40152: Denial of Service
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vulnerability in woodstox-core ...

What is CVE-2022-40152 About? This
Denial of Service (DoS) vulnerability
affects FasterXML/woodstox when
serializing XML data with DTD parsing
enabled. An attacker can craft malicious
XML input to ...

  

Denial of Service (DoS) in com.faste
rxml.woodstox:woodstox-core

Upgrade
com.fasterxml.woodstox:woodstox-core
to version 5.4.0, 6.4.0 or higher. Affected
versions of this package are vulnerable
to Denial of Service (DoS). If the parser
is running ...

  

Security Bulletin: IBM ECM Content
Management Interoperability ...

To resolve these vulnerabilities, install
one of the patch sets listed below to
upgrade woodstox-core to v6.4.0
released Octoand xStream v1.4.20
released Decem.

  

CVE-2022-40152 Report 

What is CVE-2022-40152?
CVE-2022-40152 is a high-severity
vulnerability affecting systems that use
the Woodstox XML parser with DTD
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support enabled. This vulnerability can
lead to Denial of Service ...

  

CVE-2022-40152: Denial of Service
due to parser crash

CVE-2022-40152 Denial of Service due to
parser crash: Those using
FasterXML/woodstox to seralize XML
data may be vulnerable to Denial of
Service attacks (DOS). If ...
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